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1. Which of the following numbers are prime? For the ones that aren’t prime, factor them as a product
of primes.

(a) 101

(b) 119

(c) 127

2. (a) For any positive integer a, what is gcd(a, 0)?

(b) What is gcd(63, 91)?

(c) What is gcd(4019881, 10394)? (You might want a calculator handy to try this one.)

(d) Suppose we have two positive integers a and b, and we know their prime factorizations:

a = p

e1
1 p

e2
2 · · · pekk

b = p

f1
1 p

f2
2 · · · pfkk .

Here, p1, . . . , pk are all the di↵erent primes dividing either a or b, and e1, . . . , ek, f1, . . . , fk are
integers, all at least zero (some of them might be zero, if one of the primes does not divide a or
b). Given this information, what is the prime factorization of gcd(a, b)? Can you prove this?

(If you’re stuck, try it in the special case a = 23 · 32 · 54 · 70 · 111 and b = 21 · 36 · 53 · 71 · 110 to
get a feel for what’s going on).

3. We mentioned there was a shortcut to division with remainder when working with big numbers. To
divide a by b with remainder:

• Type in a/b into a calculator, which gives you some decimal number.

• Ignore everything after the decimal point: let q represent what’s left.

• We calculate a� bq and call that r.

Explain why this gives the correct answer. In other words, explain why a = bq+ r and why 0  r < b.

4. Find integers x and y solving the following equations:

(a) 63x+ 91y = 7 (Hint: doing Question 2(b) first saves time.)

(b) 15x+ 27y = 3

(c) 17x+ 31y = 4 (This requires a little thinking outside the box.)

5. The goal of this question is to give a proof that the prime factorization of a positive integer is unique
(except for ordering of factors).

(a) If p is a prime number and a is an integer not divisible by p, what is gcd(a, p)?
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(b) If p is a prime number, and a and b are integers such that p | ab, then prove that p | a or p | b.
Hint 1: Given integers A and B, remember we can find integers x and y such that Ax + By =
gcd(A,B).

Hint 2: Start with the fact that p | ab. If p | a, you are finished, so assume p does not divide a.
Use part (a) and the first hint to write 1 = ax+ py for some integers x and y. Use this to show
that p must divide b.

(c) Extend the result of part (b) in the following way: let p be a prime number and a1, . . . , an be
integers. If p | a1 · · · an, then p | a1 or p | a2 or . . . or p | an.

(d) Suppose for a moment that there are positive integers with more than one possible factorization
into prime numbers. Let n be the smallest positive integer with this property. Then we have
primes p1, . . . , pk and q1, . . . , q` such that

p1p2 · · · pk = n = q1q2 · · · q`, (1)

and the factorizations p1p2 · · · pk and q1q2 · · · q` are actually di↵erent, not just reorderings of each
other.

i. Use the previous parts of this question to show that p1 divides one of q1, . . . , q`. Reordering
the primes, we can assume p1 divides q1.

ii. Explain why it follows that p1 = q1.

iii. Dividing everything in equation (1) by p1, explain why n/p1 has more than one factorization
into prime numbers. Given our choice of n, why is this a problem?

6. Compute the following values of the Euler phi function:

(a) �(7)

(b) �(15)

(c) �(27)

(d) �(30)

(e) �(pk), where p is a prime number and k is a positive integer.

7. Modular arithmetic is good for much more than RSA. If an equation is true in the integers, we can
“reduce it mod n” to get a congruence mod n that is also true. This is more useful in the other
direction: if we start with an equation and prove that it has no solutions mod n for some choice of n,
then there are no integer solutions.

Prove that the following equations have no integer solutions by showing each one has no solutions mod
n for a strategic choice of n:

(a) 6x+ 21y = 2

(b) 5y = x

2 + 2

(c) x

2 + y

2 = 31

8. In RSA, Alice is not supposed to reveal �(N), because knowing it allows everybody to calculate Alice’s
private key. It’s time to put on our “evil villain” hats and try to break the system. If we know p and
q, the two prime factors of N , it becomes easy to calculate �(N). However, you know finding those
factors is really hard. Maybe there’s an easier way to calculate �(N)? We’re going to see that the
answer is no:

(a) Suppose you have a magic machine that takes N and instantly calculates �(N). How can you use
the values of N and �(N) to calculate p+ q?

(b) Now that you know p+ q and N = pq, how can you find p and q? (Hint: Consider the quadratic
polynomial x2 � (p+ q)x+ pq.)

So, an e�cient way of calculating �(N) in the setting of RSA leads to an e�cient way of factoring N ,
and everyone believes that’s really hard.
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9. Like any cryptosystem, the security of RSA can be compromised if used incorrectly. Suppose Alice
and Zoe have the same value of N , but di↵erent encryption exponents e1 and e2.

(a) Explain how Alice and Zoe can work out each other’s private keys, and therefore read each other’s
encrypted messages.

(b) Suppose Bob comes along and encrypts the same message M to both Alice and Zoe (maybe it’s
Bob’s credit card number). Suppose also that gcd(e1, e2) = 1. Now let’s say Patrick comes along
and reads the ciphertexts Bob sends to Alice and Zoe, say C1 ⌘ M

e1 (mod N) and C2 ⌘ M

e2

(mod N).

Explain how Patrick can use this information to recover Bob’s plaintext M .1

Hint: Running the Euclidean algorithm forwards, then backwards on e1 and e2 lets Patrick find
integers x and y such that e1x+ e2y = 1. How might this help him find M?

10. In RSA, it is very tempting to choose a small encryption exponent, because it makes encrypting
messages easier (the messages are raised to a smaller power). Unfortunately, this is also a bad idea...

(a) Explain why e = 1 is not allowed as an encryption exponent.

(b) Is e = 2 ever a valid encryption exponent?

(c) Suppose Alice, Nick, and Zack all use 3 as an encryption exponent, but choose di↵erent values of
N , say N1, N2, N3. For convenience, let’s order them so that N1 < N2 < N3. Let’s make the
additional assumption that gcd(N1, N2) = gcd(N1, N3) = gcd(N2, N3) = 1.

Now, say Bob comes along and sends the same message M to all three of Alice, Nick, and Zack.
Once again, Patrick reads all the ciphertexts. So, he has numbers C1, C2, C3 between 0 and N1�1
such that

C1 ⌘ M

3 (mod N1)

C2 ⌘ M

3 (mod N2)

C3 ⌘ M

3 (mod N3).

Patrick is a clever guy, so he happens to know the Chinese remainder theorem. One special case
of it is given here:

Theorem 1. Let N1, N2, N3 be positive integers such that gcd(N1, N2) = gcd(N1, N3) = gcd(N2, N3) =
1. Suppose we are given integers a1, a2, and a3. Then there is a unique integer x between 0 and

N1N2N3 � 1 for which

x ⌘ a1 (mod N1)

x ⌘ a2 (mod N2)

x ⌘ a3 (mod N3).

In fact, there is a formula for calculating x in terms of a1, a2, a3, N1, N2, N3.

Explain how Patrick can use all of this information to calculate M .2

1
This question appears as Exercise 5.16 in the textbook Cryptography: Theory and Practice (Third Edition) by D. Stinson.

2
This question appears as Exercise 5.17 in the textbook Cryptography: Theory and Practice (Third Edition) by D. Stinson.
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