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Wednesday, March 24, 2021
Surprise Party

You are planning a surprise party for your friend, Eve. To prevent Eve from finding out about the
details of the party, you and the other party planners have agreed to communicate in code. You have
chosen to code your messages using a substitution cipher known as the Caesar cipher. A substitution
cipher works by systematically replacing each letter (or symbol) in a message with a different letter
(or symbol). A Caesar cipher involves “shifting” the alphabet.

In order to code messages using a Caesar cipher, your group first needs to choose an integer k£ from
1 to 25, inclusive. This integer k is called the key for the cipher, and determines by how many places
the alphabet will be shifted. To encrypt a message (that is, to change the message from regular text
to code) each letter in the message is replaced with the letter that appears k positions to the right in
the alphabet. For example, to encrypt the message CAKE using a key of 3, the letter C is replaced
with the letter F, which is 3 positions to the right, and the original message CAKXE becomes the
encrypted (or coded) message FD N H.
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Note that if you cannot move k places to the right in the alphabet, then you wrap around to the
beginning. For example, the letter 3 places to the right of Y is B.

To decrypt a message (that is, to change the code back to regular text) each letter in the coded
message is replaced with the letter that appears k positions to the left, wrapping around if necessary.
For example, to decrypt the message F 0R Z Q using the same key of 3, the letter F is replaced with
the letter C, and the coded message FORZ Q can be revealed to be the message CL 0 W N.

Alslc|plelFlalH|I]J[k|[LIMIN]OlP|[Q|R]S|T]U|VIW|X]|Y]|Z

For the questions below, consider making your own Caesar Cipher Decoding Wheel (see last page)
to help you encrypt and decrypt. Alternatively, if you have some programming knowledge you can
create a computer program that can encrypt and decrypt messages given some text and a key as input.

Activity 1:
(a) Using a key of 6, encrypt the message PARTY STARTS AT SEVEN.
(b) Using a key of 24, decrypt the message RFC RFCKC GQ DYLRYQW.

(c) The other party planners sent you the following message but the key got lost. Can you still
decrypt the message? Hint: What is the most commonly used letter in the English language?

PFRPYP HTWW MCTYR ESP NLVP LYO OPNZCLETZYD

More Info:
For a slightly more challenging substitution cipher, check out the Vatsyayana Encryption Scheme.


https://cemc.uwaterloo.ca/resources/real-world/images/BreakingTheVatsyayanaEncryptionScheme.pdf

The Vigenere Cipher

While reading up on the Ceasear cipher, you came across another encrypting technique called the
Vigenere cipher. Similar to the Ceasear cipher, the Vigenere cipher is a substitution cipher. The
Vigenere cipher uses multiple Caesar ciphers and a special table called the Vigenere table.

On the following page, you can find a picture of the Vigenere table. The table consists of 26 copies
of the alphabet, where each alphabet is written in a different row. Each row of the table is made
by shifting the alphabet in the previous row one place to the left. The table also has the alphabet
as the row and column headings. In order to code messages using the Vigenere cipher, your group
must first agree on a secret word, which will be your key for the cipher. Throughout the encryption
process, the Vigenere cipher uses several different rows of the table. The row used at each point in
the process depends on the key.

The Vigenere cipher is best illustrated through an example. Say your group chooses PARTY to be
the key. The person sending the message repeats the key until it matches the length of the message
to be encrypted. For example, to encrypt the message BOB WILL BRING BALLOONS we
use the key as follows:

Message: BOB WILL BRING BALLOONS
Repeated key: PAR TYPA RTYPA RTYPARTY

We encrypt each letter in the message using the letter in the repeated key directly below it, together
with the table. For example, the first letter of the message B is paired with P, the first letter of the
repeated key. We encrypt the letter B by replacing it with the letter found at row P and column B of
the table. That is, we replace B with Q. Similarly, for the second letter of the message 0, we use the
letter A of the repeated key. The letter at row A and column 0 in the table is 0, so in this case, the
encryption is just the letter 0 itself. We encrypt the rest of the message in a similar fashion:

Message: BOB WILL BRING BALLOONS
Repeated key: PAR TYPA RTYPA RTYPARTY
Encrypted message: Q0SS PGAL SKGCG STJAOFGQ

To decrypt a message, we repeat the key until it matches the length of the encrypted message. As
above, we pair the letters in the message with letters from the repeated key. For each pair, we use
the row corresponding to the repeated key letter. We then find the encrypted letter in this row,
and replace it with the letter corresponding to the column that it is in. For example, to decrypt
the message RAEW JTS using the key PARTY, the letter R is replaced with the letter C, and the
coded message RAEW JTS can be revealed to be the message CANDLE S.

Activity 2:
(a) Using the key PARTY, encrypt the message CHOCOLATE CAKE.

(b) Using the key PARTY, decrypt the message
PLZVC LICE ZGIEZ QDMV UMPRU ZYBEJ.
(¢) You received the following message, but forgot what the key is! You only remember that the

key is 4 letters in length and ends with a G. Can you still decrypt the message? Hint: Sort the
letters into 4 different groups.

WTVFSJRZZ EVRD JEOFO PGFLYKK NBX LPR ISSR



The Vigenere Table

NINK nOQWuw O ——"-¥ 1353200 0x0nkID>= X >
I>N<oOOAQAQWL O ——-Y¥Y 10353200 0x0nkF>D>=2X
XIX>N<<oUOQWwWuwOWOII——-Y¥Y 15Z20a0xwnkF>>2
SSX>N<ooUOAQAQWLOI ——-N¥Y 155 Z0a0xwnk->>
SIS X>N<ooUOAQAQWLOII——-¥Y 155Z0a0xw0nk-D>
DID>SX>NCoOAQUWLOI ——-Y¥Y 15Z20a0x 0t
FIFD>SSX>N<<oOAQWLOI——-¥ 153Z20a0xw0m
NMNEFD>SSX>NCODUAQAWLOI ——Y¥Y 152000
Xlr MFD>TX>N<<oUAWLOI ——=¥Y 152000
OOV EFD>TX>NC<oDUOUAQAWLOI ——-¥Y 15200
Al O xrVMEFD>SX>N<<ooUOAQAWWL O ——-¥Y =20
OO0 xWVEFD>SX>N<<oDOUOAQAWLOI ——-¥ a2
ZIZ0a 0 xnNEFDOD>X>N<ooOAQWWw O ——¥ a=
SIZEZ20a0x0nNkED>SSX>N<<o0OAQAQWw O — ¥
A1 =200 xnVNEFEFD>2X>N<nnOAQAWWw O — ¥
¥ 152000 ax0nNkFD>=2X>N<o0QuwWww OI——
Y 1S Z0a0xnNEFEFD>=2X>N<ono0Qwuw OI-—
——_ =Y 0= Z000x0VNFEFD>=2X>N<on0Qww O
IIT — ¥ 1SZ2000x0nNkFEFD>=2X>N<oo0onouwuwQ
VIO — - 1055200 0x0nVEFEFD>=X>N<<nO0QWw
LILOI — =¥ 10320000k D>2X>N<<o00AuwWw
LWMWww O ——=¥Y 1S5S Z20a0xx0nkFD>TX>NL<mooAN
AQOWL O ——=¥ 1035200 0x0nNkFDOD>2X>NCmnO
VAW L VI ——-Y¥Y 135200 0xnkFEFDOD>=X>NAm
MONUOUAWL O ——-¥ 1033200 0x0nkFDO2>=2X>NCI
Q< o VA WLOII ——"Y¥Y 1353200 0x0nk>D>=2X >N

<O UAWLOI ——=-¥ 1SZ2000axnk>2D>>=2X>N




Caesar Cipher Decoding Wheel

Print and cut out the following two circles. Place the smaller circle on top of the larger circle and
attach them through the middle using a paper fastener (brad).

Sl

Rotate the circles so that the A’s are aligned. Then set your key by rotating the inner circle counter
clockwise. In the diagram below the key is set to 3.

You are now ready to encrypt and decrypt! To encrypt, replace each letter on the outer circle with
the corresponding letter on the inner circle. To decrypt, replace each letter on the inner circle with
the corresponding letter on the outer circle.



