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Intermediate Math Circles

April 2, 2014

Cryptography III - Solutions

Problem Set 1:

1. What is the reminder when 838 is divided by 3?

8 ≡ 2 (mod 3)
82 ≡ 22 ≡ 1 (mod 3)
∴ 838 ≡ (82)19 ≡ 119 ≡ 1 (mod 3)

OR

8 ≡ −1 (mod 3)
838 ≡ (−1)38 ≡ 1 (mod 3)

2. Determine the remainder when 1647 is divided by 6.

Reduce 1647(mod6)
16 ≡ 4 (mod 6)
162 ≡ 42 ≡ 16 ≡ 4 (mod 6)
164 ≡ 42 ≡ 4 (mod 6)
168 ≡ 42 ≡ 4 (mod 6)
1616 ≡ 4 (mod 6)
1632 ≡ 4 (mod 6)

47 = 32 + 8 + 4 + 2 + 1

∴ 1647 ≡ 163216816416216(mod 6)
≡ 4 · 4 · 4 · 4 · 4(mod 6)
≡ 4 · 4 · 4(mod 6)
≡ 4 · 4(mod 6)
≡ 4(mod 6)
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3. If today is a Wednesday, what day of the week will it be 2100 days from
now?

Reduce 2100(mod7)
23 ≡ 8 ≡ 1(mod 7)
100 = 3 · 33 + 1
∴ 2100 = (23)33 · 2 ≡ 133 · 2(mod 7) ≡ 2(mod7)
∴ It is a Friday

4. Is 521 + 841 divisible by 7?

First reduce 521(mod7) and 841(mod7)

52 ≡ 25 ≡ 4(mod7)
54 ≡ (52)2 ≡ 42 ≡ 16 ≡ 2(mod7)
58 ≡ 22 ≡ 4(mod7)
516 ≡ 42 ≡ 16 ≡ 2(mod7)
∴ 521 ≡ 516 · 54 · 5 ≡ 2 · 2 · 5 ≡ 20 ≡ 6(mod7)

8 ≡ 1(mod7)
∴ 841 ≡ 141 ≡ 1(mod7)

∴ 521 + 841 ≡ 6 + 1 ≡ 7 ≡ 0(mod7)

So 7 divides (521 + 841)− 0
i.e. 521 + 841 is divisible by 7

5. Reduce 2523 modulo 143.

Use Square & Multiply Algorithm:

252 ≡ 625 ≡ 53(mod143)
254 ≡ 532 ≡ 2809 ≡ 92(mod143)
258 ≡ 922 ≡ 8464 ≡ 27(mod143)
2516 ≡ 272 ≡ 729 ≡ 14(mod143)

∴ 2523 ≡ 2516254252251(mod143)
≡ 14 · 92 · 53 · 25(mod143)
≡ 1288 · 1325(mod143)
≡ 1 · 38(mod143)
≡ 38(mod143)
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6. Reduce 3847 modulo 143.

Use Square & Multiply Algorithm:

382 ≡ 1444 ≡ 14(mod143)
384 ≡ 142 ≡ 53(mod143)
388 ≡ 532 ≡ 2809 ≡ 92(mod143)
3816 ≡ 922 ≡ 8464 ≡ 27(mod143)
3832 ≡ 272 ≡ 729 ≡ 14(mod143)

∴ 3847 ≡ 3832388384382381(mod143)
≡ 14 · 92 · 53 · 14 · 38(mod143)
≡ 1288 · 742 · 38(mod143)
≡ 1 · 27 · 38(mod143)
≡ 1026(mod143)
≡ 25(mod143)

Problem Set 2:

1. In last week’s Math Circle, Problem Set 2, #1, we set up the RSA key
pair: public key (e, n) = (23, 143), private key (d, n) = (47, 143)

a) Encrypt the plaintext M = 13 (use the public key)

Reduce 1323(mod143)

132 ≡ 169 ≡ 26(mod143)
134 ≡ 262 ≡ 676 ≡ 104(mod143)
138 ≡ 1042 ≡ 10816 ≡ 91(mod143)
1316 ≡ 912 ≡ 8281 ≡ 130(mod143)

∴ 1323 ≡ 1316134132131(mod143)
≡ 130 · 104 · 26 · 13(mod143)
≡ 13520 · 338(mod143)
≡ 78 · 52(mod143)
≡ 52(mod143)

∴ C = 52

3



WWW.CEMC.UWATERLOO.CA | The CENTRE for EDUCATION in MATHEMATICS and COMPUTING

b) Decrypt the ciphertext C = 52 (use the private key)

Reduce 5247(mod143)

522 ≡ 2704 ≡ 130(mod143)
524 ≡ 1302 ≡ 16900 ≡ 26(mod143)
528 ≡ 262 ≡ 676 ≡ 104(mod143)
5216 ≡ 1042 ≡ 10816 ≡ 91(mod143)
5232 ≡ 912 ≡ 8281 ≡ 130(mod143)

∴ 5247 ≡ 5232528524522521(mod143)
≡ 130 · 104 · 26 · 130 · 52(mod143)
≡ 13520 · 3380 · 52(mod143)
≡ 78 · 91 · 52(mod143)
≡ 13(mod143)

∴ M = 13

2. In last week’s Math Circle, Problem Set 2, #2, we set up the RSA key
pair: public key (e, n) = (19, 115) private key (d, n) = (51, 115)

a) Encrypt the plaintext M = 13 (use the public key)

Reduce M e(mod n) OR 1319(mod115)

132 ≡ 169 ≡ 54(mod115)
134 ≡ 542 ≡ 2916 ≡ 41(mod115)
138 ≡ 412 ≡ 1681 ≡ 71(mod115)
1316 ≡ 712 ≡ 5041 ≡ 96(mod115)

∴ 1319 ≡ 1316132131(mod115)
≡ 96 · 54 · 13(mod115)
≡ 96 · 702(mod115)
≡ 96 · 12(mod115)
≡ 1152 ≡ 2(mod115)

∴ C = 2
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b) Decrypt the ciphertext C = 2 (use the private key)

Reduce Cd(mod n) OR 251(mod115)

22 ≡ 4(mod115)
24 ≡ 16(mod115)
28 ≡ 162 ≡ 256 ≡ 26(mod115)
216 ≡ 262 ≡ 676 ≡ 101(mod115)
232 ≡ 1012 ≡ 10201 ≡ 81(mod115)

∴ 251 ≡ 2322162221(mod115)
≡ 81 · 101 · 4 · 2(mod115)
≡ 162 · 404(mod115)
≡ 47 · 59(mod115)
≡ 2773 ≡ 13(mod115)

∴ M = 13

3. In last week’s Math Circle, Problem Set 2, #3, we set up the RSA key
pair: public key (e, n) = (29, 253) private key (d, n) = (129, 253)

a) Encrypt the plaintext M = 4 (use the public key)

Reduce 429(mod253)

42 ≡ 16(mod253)
44 ≡ 162 ≡ 256 ≡ 3(mod253)
48 ≡ 32 ≡ 9(mod253)
416 ≡ 92 ≡ 81(mod253)

∴ 429 ≡ 416484441(mod253)
≡ 81 · 9 · 3 · 4(mod253)
≡ 729 · 12(mod253)
≡ 223 · 12(mod253)
≡ 2676 ≡ 146(mod253)

∴ C = 146
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b) Decrypt the ciphertext C = 146 (use the private key)

Reduce 146129(mod253)

1462 ≡ 21316 ≡ 64(mod253)
1464 ≡ 642 ≡ 4096 ≡ 48(mod253)
1468 ≡ 482 ≡ 2304 ≡ 27(mod253)
14616 ≡ 272 ≡ 729 ≡ 223(mod253)
14632 ≡ 2232 ≡ 49729 ≡ 141(mod253)
14664 ≡ 1412 ≡ 19881 ≡ 147(mod253)
146128 ≡ 1472 ≡ 21609 ≡ 104(mod253)

∴ 146129 ≡ 1461281461(mod253)
≡ 104 · 146(mod253)
≡ 15184 ≡ 4(mod253)

∴ M = 4
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