
CEMC at Home

Grade 9/10 - Friday, April 3, 2020

Surprise Party

You are planning a surprise party for your friend, Eve. To prevent Eve from finding out about the
details of the party, you and the other party planners have agreed to communicate in code. You have
chosen to code your messages using a substitution cipher known as the Caesar cipher. A substitution
cipher works by systematically replacing each letter (or symbol) in a message with a different letter
(or symbol). A Caesar cipher involves “shifting” the alphabet.

In order to code messages using a Caesar cipher, your group first needs to choose an integer k from
1 to 25, inclusive. This integer k is called the key for the cipher, and determines by how many places
the alphabet will be shifted. To encrypt a message (that is, to change the message from regular text
to code) each letter in the message is replaced with the letter that appears k positions to the right in
the alphabet. For example, to encrypt the message C A K E using a key of 3, the letter C is replaced
with the letter F, which is 3 positions to the right, and the original message C A K E becomes the
encrypted (or coded) message F D N H.

Note that if you cannot move k places to the right in the alphabet, then you wrap around to the
beginning. For example, the letter 3 places to the right of Y is B.

To decrypt a message (that is, to change the code back to regular text) each letter in the coded
message is replaced with the letter that appears k positions to the left, wrapping around if necessary.
For example, to decrypt the message F O R Z Q using the same key of 3, the letter F is replaced with
the letter C, and the coded message F O R Z Q can be revealed to be the message C L O W N.

For the questions below, consider making your own Caesar Cipher Decoding Wheel (see last page)
to help you encrypt and decrypt. Alternatively, if you have some programming knowledge you can
create a computer program that can encrypt and decrypt messages given some text and a key as input.

Questions:

1. Using a key of 6, encrypt the message P A R T Y S T A R T S A T S E V E N.

2. Using a key of 24, decrypt the message R F C R F C K C G Q D Y L R Y Q W.

3. The other party planners sent you the following message but the key got lost. Can you still
decrypt the message? Hint: What is the most commonly used letter in the English language?

P F R P Y P H T W W M C T Y R E S P N L V P L Y O O P N Z C L E T Z Y D

More Info:

Check out the CEMC at Home webpage on Thursday, April 9 for the solution to Surprise Party.

For a slightly more challenging substitution cipher, check out the Vatsyayana Encryption Scheme.
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https://cemc.uwaterloo.ca/resources/real-world/images/BreakingTheVatsyayanaEncryptionScheme.pdf


Caesar Cipher Decoding Wheel

Print and cut out the following two circles. Place the smaller circle on top of the larger circle and
attach them through the middle using a paper fastener (brad).

Rotate the circles so that the A’s are aligned. Then set your key by rotating the inner circle counter
clockwise. In the diagram below the key is set to 3.

You are now ready to encrypt and decrypt! To encrypt, replace each letter on the outer circle with
the corresponding letter on the inner circle. To decrypt, replace each letter on the inner circle with
the corresponding letter on the outer circle.
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